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White Paper: How to Defeat Spam and Take Back Your In-Box

Over the past several months we have been busy upgrading our web server, improving security and mail services including filtering of unwanted spam mail. This document outlines how you can “take back” your email box.  We will explain what we are doing and suggest some actions you can also take on your own.  How well all these actions and techniques will work for you will depend upon how much you think spam is a problem and how much time you want to spend to avoid it.

Spam, Spam, Spam, Spam
The name spam, incidentally, came from the Monty Python skit of the same name. Some users see spam as a slight annoyance, while many people are so deluged with spam that they are looking for ways to limit or stop spam from arriving in their mail boxes. One thing for sure, spam won't decrease any time soon, it's too profitable a business.
You may have noticed emails are arriving in your in-box with a subject header ****SPAM****. This is our server’s spam filter catching spam mail. As much as we do, spammers are getting smarter, finding ways to by-pass these filters, using bogus email addresses and other spoofing techniques. Several clients asked us why we don’t just delete the spam before it gets sent on to their email box. The simple answer is “One person’s spam is another person’s email”. For example, every day I get one or two solicitations for buying a hot new stock. To me, these emails are spam. To a day-trader, they may be his or her bread and butter!

Common questions are “How did I get on so many junk mail mailing lists?” or “How do spammers get my email address?” Several years ago, the Center for Democracy & Technology decided to find out. Their analysis indicated that e-mail addresses “posted on Web sites or in newsgroups attract the most spam”. 

When emails are visibly placed on public Web sites or newsgroups spam-bots are able to read those addresses and forward them to Spammers. Spam-bots are software harvesting programs that use as web robots or spiders to record e-mail addresses listed on Web sites. 

How can you limit Spam-bots? 

1. Replace characters in an e-mail address with human-readable equivalents, e.g. "myname@domain.com" can written "myname at domain dot com." 

2. Some people think this does not look “professional” on their websites and want another alternative. It can be done by replacing characters in an e-mail address with HTML equivalents. In this case, we suggest that the web page provide a link that says something like “email us”. The HTML code would provide the link to your email, but the code would look something like this:
"&#101;&#120;&#097;&#109;&#112;&#108;&#101;&#064;&#100;&#111;&#109;&#097;&#105;&#11

The obvious drawback to these solutions is that you need to know HTML or hire someone to do the work for you.
3.  Don’t use an email address at all, but use a web form instead. You have probably encountered these forms on line. They often provide fields where you enter you name, email address, comments and perhaps some other fields for information. After filling this information in, you hit the “submit” button and the form information is sent to the recipient. This is probably the most effective of all methods but, again, either you or someone else needs to design and program the form.

For a nominal fee, we can make any of these changes for you. Please email me for specifics.
4. If you do belong to a newsgroup, see if you can opt out of member directories that place your e-mail address online. Many newsgroups now offer this option.
The Center for Center for Democracy & Technology had some additional suggestions:
Read carefully when filling out online forms requesting your e-mail address, and exercise your choice 
If you don't want to receive e-mail from a Web site operator, don't give them your e-mail address unless they offer the option of declining to receive e-mail and you exercise that option. If you are asked for your e-mail address in an online setting such as a form, make sure you pay attention to any options discussing how the address will be used. Pay attention to check boxes that request the right to send you e-mails or share your e-mail address with partners. Read the privacy policies of Web sites. If you suspect that a Web site has violated its privacy policy, you can report it to your state attorney general or the Federal Trade Commission.

Use multiple e-mail addresses 
When using an unfamiliar Web site or posting to a newsgroup, establish an e-mail address for that specific purpose. Alternatively, instead of just using one or two e-mail addresses, you can use "disposable e-mail addresses," which consolidate e-mail in a single location but allow you to immediately shut off any address that is attracting spam. By recording which disposable address was used at which web site, one can track what sites are causing spam. Many Web sites are now providing free e-mail accounts. A search in Google Directory for "disposable e-mail addresses" provides a list of e-mail providers designed for one-time use e-mails.
 
Short e-mail addresses are easy to guess, and may receive more spam
At least one spammer tried to guess the e-mail addresses used in this study by sending mail to short and common addresses. E-mail addresses composed of short names and initials like bob@ or tse@, or basic combinations like smithj@ or toms@ will probably receive more spam. E-mail addresses need not be incomprehensible, but a user with a common or short name may want to modify or add to it in some way in his or her e-mail address.

The above provides a long-range strategy and should, over six or eight months, cut down on spam. But what do you do about all the spam you are currently receiving? There are several options each with their own advantages and disadvantages. 

1. Do nothing. Delete the junk mail and spam as it comes in. If you don’t get a lot of spam, this is the easiest solution. In this case, spam may be a nuisance, but the time it takes is minimal. The biggest disadvantage is that you will, over time, probably get more spam.

2. Redirect your mail to an on-line email account such as Google or Yahoo. Both of these companies offer free email accounts and do a very good job of catching Spam. Google will even let you forward your filtered mail to a POP 3 Account like MS Outlook, Outlook Express or Eudora. The advantage here is that they are free. The disadvantage is that you have to set up and maintain another new email account. You do not have control over the filtering of the emails so you could loose an important email. NOTE: Do not use Hotmail this way. Hotmail is one of the worst services in regards to receiving spam.
 

3. Use  Mozilla Thunderbird -- an open source e-mail client that has built in spam filtering. This would replace your current email program such as Outlook. The advantage is that “each email you receive passes through Thunderbird's junk mail filters. Each time you mark a 

message as spam, Thunderbird improves its filtering. Thunderbird will also use your mail provider's spam filters to keep junk mail out of your inbox.” The disadvantage is that you have to train the spam filter and you will still be on a spammer’s list. It also means one more computer program on your computer, you will not be able to access Netscape WebMail and Hotmail accounts through Thunderbird and you will have to set up a new Address book.


4. Use a Spam Filter with your current email program (e.g. Outlook). Using Bayesian filters (which measure the probability of an email being spam by a complex formula).  SpamBayes is an open source program that works with Outlook (and other programs).  The disadvantage with using a local Spam Filter is that you have to “train” the program. You will still receive spam, but you mark the email as spam and the filter sill remember it for the next time. Again, you will still be on a spammer’s list.

There is one spam filter we highly recommend: Mail Washer Pro. I have personally tested this program and I am using it on all of my email accounts. Like the other spam filters, you do have to train it. However, it has an additional function. It allows you to "bounce" an e-mail, telling the sender that your email address does not exist. Once the spammers remove you from their lists, the amount of spam you receive should be considerably reduced. We like this program so much, we have arranged with the manufacturer, Firetrust, to get a reduced rate on the Mail Washer Pro program. For a limited time, if we receive 10 requests for the program, we can purchase the program at a 10% discount. Normally $37, we will be able to purchase the program for $33.35 each. For more information regarding Mail Washer Pro, click here. If you are interested in buying a copy at the reduced rate, please email me by July 15th.
One last question regarding spam is “Should I use the “opt-out” function that usually is at the end of a spam email?” The opt-out is something that is required by law. Not receiving further email from the sender by using this function sound good. However, it really depends upon the scruples of the spammer…Legally, they can’t send you more mail. But it doesn’t stop them from providing that email address to another spammer or confirming that, yes, this is a real email address…so I can send more mail under a different identity. We recommend only using the opt-out function if the email comes from a large and verifiable source, such as a large retailer (e.g. Sears, Target, Borders Books and Records, etc.).
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Look for our next WHITE PAPER which will feature other ways to protect your privacy.
